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This document demonstrates the principles

of the wifi Sniffer.

1, IEEE802.11 /44

IEEE 802.11 2 I A o2k Jmy 3 o d FH b, e oh s DL R TR 2 S (IEEE) BT 5 LI
oL £ AE F bRt . Horb g SO T AT R4 2 (MAC 2 R B Z . Wi 25 T LARAE
2.4GHz [ I1SM SRBL_E RGP AR B i 77 M — M 2D AMER 77 30, BB AL d R i
N 2Mbit/s. PIANBEE T DL AT R EE Il N 0 2%, AT LAfE R ufi(Base Station, BS)EE A A
(Access Point, AP)HJPME TIE(E . Jv 1 FEAN[F AOIE IR T BSR4 i8R &, R
CSMA/CA(Carrier Sense Multiple Access / Collision Avoidance) {47438 77, 7£ 802.11 WrlfK)

RIERET, RTAEH T — RANAZ L. I RER .

WEP, Wired Equivalent Privacy: 802.11 ¢ 5 HH 11 0 25 b v

CCMP(CTR with CBC-MAC Protocol): & AES (4 Z P, 7E IEEE 802.11i HHHEH
WPA(Wi-Fi Protected Access)

TKIP(Temporal Key Integrity Protocol)

WPA2(Wi-Fi Protected Access 2)

ok wnN e

802.11 FRifERs pir Ay (O dE €73y 3 Fi:
1.t Bl B G A PR R A7 5 v 2 IR B 5eHiE (1 B L, 1507 )2 ). " HR BT
TE T A3 2 8] 4% i cdim
2. B IR G AR 0 46 1) LT R
1) fEFrwi(Beacons): TETCLI A, &I AR H4TR fE [8] BRI A U I B4 5 (3R
LOBEE), FEHT e A AE
2) fRB&IAIE (Deauthentication) 4 £
3) Probe(request and response)
4) Authenticate(request and response)
5) Associate(request and response)

6) Reassociate(request and response)
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7) Dissassociate(notify)

B TR, EEADRIMASGR T2 M, AR AL BN f 2 [ALE R e H
3. ] FEHI B A4 TR GRS AT (Media Access Control, MAC)", & F SRH% il %

SR (R RIS, WS U R

1) iR K 1% (Request To Send, RTS)%#

2) PR KIE(Clear To Send, CTS)%# 1,

3) ACK Ff§IA(RTS/CTS)

4) PS-Poll: 4 — AL B AR ulh N B I3, fE I —> PS-Poll iz tyl, LA

A AT 27 A7

PEHIWGE E SEERWEEECE A, 70T XS FE RIS LR R g, JF

TSR T AT RN, il s Rt T 3k ) A A B ) T Sk

2, IEEE Frame #& 3,

TAVENTE S FE RS2 e — MR FEIL R 2 ROIEAS PRI B A Bit SRR (E B (HAEH] Bit
AR REE LI IR ZE ), T AR B 2 IR P ks 20O S A s SR —AMEE 1)
KA, Bl 802.11 WKL ATAZR . AFDRERIBIEDIE LA —FE . X —HEid ]
mac802.11 Fdfa Ml A3 I R, SR1, Wi sk

TRBRRRHUE——1TEHN IEEES02.11 HIETHHER

Octets: 2 6 6 6 2 B 2 4 07951 4
Frame | Duration/ | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control ] 1 2 3 Canirol 4 Caonitral | Contral Bady
e '
MAC Header
Figure 8-30—Data frame

2T Frame Control 7Bt 2 N5+

4bit(Subtype)+2bit(Type)+2bit(Protocol Version, ERiAA 00), %%} Frame Control /4% bit fif
SRR
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F=ElidFrame Control==ER
BFR ThaeE SESEivE)
Protocol Eaatts=—walll 2
Type EZNZEA01 , FToisdn 2
Subtype eIt |, SRR TR 4
To DS ERHr=wall 1
From DS EANR=wall 1
More Fragments  fiZ{iniZ =40 1
Retry EANR=wall 1
Power Managementiz{irig =40 1
More Data EANR=wall 1
Protected Frame f&{iniZ=50 1

1) EHEM: type A 00 B, RFREHEM,
FOTHE, FSRINANBUR HC 2R 2% DL S Ab BB N S 2 AR e . v T PR
I RE A AR BT IS R RIE A, IR RS, AU . R REECE A
ik B AR MR T RELE) BSSID B, BAIA S#IAE MAC BHELZ. ME—Fohb 2

beacon i

I %% Subtype FE T :
0000 Association request (JEFZER)
0001 Association response CIZEHEN )

0010 Reassociation request ( FHTiERER)
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0011 Reassociation response (EHTIEFZNZF)

0100 Probe request (AREFZE5R)

0101 Probe response (#REXNZF)

1000 Beacon (F5|f5%5)

1001 Announcement traffic indication message (ATIM)
1010 Disassociation (f#FRIER)

1011 Authentication (& {48 1F)

1100 Deauthentication (fi#FRIAIE)

2) M. type y 01 B, ARFRIEHIM

subType P

1010 Power Save-Poll (4 HELIR L —%21))

1011 RTS (iR Ei%)

1100 CTS (R¥FRIE)

1101 ACK (M%)

1110 CF-End (%o 3a 4+ IR 45 50

1111 CF-End (Fu3a4rHAMAIZE ) +CF-Ack (435 4+ 3 a] [0] |3

3) BRI type A 10 B, HREIE M

subType X

0000 Data (%(#5) (0x08)

0001 Data+CF-Ack

0010 Data+CF-Poll (0x28)

0011 Data+CF-Ack+CF-Poll

0100 Null data (To&dE: K K IEEHE)(0x48)
0101 CF-Ack (AR A IEE )

0110 CF-Poll (AR K IEE )

0111 Data+ CF-Ack+CF-Poll

1000 QoS Data [7F c] (0x88)

1001 QoS Data + CF-Ack

1010 QoS Data + CF-Poll

1011 QoS Data + CF-Ack + CF-Pol

1100 QoS Null (A A% £diz)

1101 QoS CF-Ack (A A% £ )

1110 QoS CF-Poll (K &% £ )

1111 QoS CF-Ack+CF-Poll (& 1% %)

3, IREINHUR

AN . Frmae Y5 MAC| |Frmae H ) MAC | Frame KZ%|Frame /N2%| RSSI 15 550 /E
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4 JNfATAERT HFHL mac

I —A WiFi B R~ (BT HE R E R E PC TR, EAKRDNKKER, &
PC (12K 7 B type 7E R, subtype 7 /5 , LA [E B Beacon, PC _F 2 0x08, 38R KA 0x00,
/INEA—BEH] 1000, tHEER 0x08):

1) AP X% Beacon ) 7BEEEMW

Y Frame 7: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits) on interface @
+| Radiotap Header v@, Length 18
—| IEEE 882.11 Beacon ame SUEE cecooonnc

Type,ﬂ'Subtype: (0x08)

—| Frame Control: 0x0088 (Normal)

Versign:—8
Type: Management frame|(0)

Subtype: 8

—| Flags: @x@
..08 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From DS: @) (8x08)
More Fragments: This is the last fragment
.... 0... = Retry: Frame is not being retransmitted
..0 ... = PWR MGT: STA will stay up
More Data: No data buffered
.... = Protected flag: Data is not protected
B... .... = 0rder flag: Not strictly ordered

Duration: @
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: 74:25:8a:47:3b:70 (74:25:8a:47:3b:70)
BSS Id: 74:25:8a:47:3b:70 (74:25:8a:47:3b:70)

@
n

@ -
- @
i n
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S 2 Th, O4%H, Beacon J& T & HMi—F, subtype A 0x0001, H: type {H ¥ 0x0000,
PIE N —#2 A 0x08. PN AP KIXfIIX/S Beacon 5 FRMIBYE L& #Hihl, FrLAIRATH
PCMIA WE MR, B0 USB A MRS AR, RSEERATM " TR IERSIR"
R H R
2) BEF iR BT E SSID #) AP K% Probe Request( R MI15-3K) i
TS 2 Th, &4, Beacon J& T EEMI—H, H subtype ¥ 0x1000, type {E > 0x0000,
PRI G E— Y 0x40

@ Frame 3512: 138 bytes on wire (1184 bits), 138 bytes captured (1104 bits) on interface ©
+| Radiotap Header w8, Length 18

—| IEEE 862.11 Probe Request, Flags: ........
Type/Subtype:| Probe Request|(0x84)

|=| Frame Control: @x8048 (Normal)

Version: @
Type:|Hanagement frame (@) |
Subtype: 4
|=| Flags: @x@
...... 086 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From DS: @) (©x@e)
.@8.. = More Fragments: This is the last fragment
. B... = Retry: Frame is not being retransmitted
..0 = PWR MGT: STA will stay up
viB. = More Data: No data buffered
.8.. = Protected flag: Data is not protected

B Order flag: Not strictly ordered
Duration: @
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: HonHaiPr_26:77:bd (cc:af:78:26:77:bd)
B5S Id: Broadcast (ff:ff:ff:ff:ff:ff)

g

BIRAT R R, TR RS K IE A Prob BEML, FISKIE AP iERERE
3) AP BEA JSXTZ S35 14 SSID EBEE R AT IVE

+| Frame 3542: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits) on interface @
+| Radiotap Header v8, Length 18
=| IEEE 802,11 Probe Response, Flags: ........
Type/Subtype: [Probe Response |6x85)
= Frase Control: 8x8B58 (Normal)

Version: 8
Type;|Managenen1 frame (@) |
Subtype: 5
=! Flags: 8x8
______ [:]:] D5 status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From D5: 8] (8x08)
.8.. = More Fragments: This is the last fragment
8. Retry: Frame is not being retranseitted

More Data: No data buffered
Protected flag: Data is not protected
Bowswnni Order flag: Not strictly ordered
Duration: 127
Destination address: HonHalFr J6:77:bd (cc:aT:78:36:77:bd)
Source address: TF4:25:8a8:47:3b:78 (74:25:8a:47:3b:78)
_BSS Id: 74:25:88:47:3b:78 (74:25:88:47:3h:78)

P — Fr oy

B ... = PWR MGT: STA will stay up

4) EF5i%1 B #5 AP 15 K174 4 LA iif(Authentication)
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74:25:83:47:3b:78 Be2.11 59 Authentication, 'SN=315, FN=8

+ Radiotap Header w8, Length 18
|=| IEEE 882.11 Authentication, Flags: ........
Type/Subtype ] Authentication {exebj |
—| Frame Control: 8x@8B8 (Normal)
Version: B
Type: [Hanage-ent frame ;11___]
Subtype: 11
= Flags: @x@
______ B8 = DS status: Mot leaui,ng DS or network is operating in AD-HOC mode (To D5: @ From D5: @) (B8x88@)
.8.. = Mare Fragments: This is the last fragment
.. = Retry: Frame is not being retransmitted
B L. = PWR MGT: STA will stay up
«.8. .... = Hore Data: No data buffered
.B.. .... = Protected flag: Data is not protected
8... .... = 0rder flag: Mot strictly ordered
ration: 127
Destination address: 74:25:B2:47:3b:70 (74:25:83:47:3b:78)
Source address: HonHaiPr 26:77:bd (cc:af:78:26:77:bd)
BSS Td: 74:25:8a3:47:3b:78 (74:25:83:47:3b:78)

5) AP X/ & /Ui tt) 5 ¢ A siE(Authentication) 15 K 1F ] [ 7

O IR

48 A

HonHaiPr

+ Radiotap Header v8, Length 18
=/ IEEE 882.11 Authentication, Flags: ........

Type/Subtype:| Authentication (8x8b) ]
=| Frame Control: Bx86B8 (Normal)

Versign;
Type:iﬂana;ement frame (8)

Subtype: 11
=| Flags: éx@

...... B8 = DS status: Not leaving D5 or network is operating in AD-HOC mode (To DS: @ From D5: 8) (8x@e}
.@.. = More Fragments: This is the last fragment
.. B... = Retry: Frame is not bej,ng retransmitted
.8 ... = PWR MGT: STA will stay up
8. . = More Data: Mo data buffered

o .
]

.+-. = Protected flag: Data is not protected
WLy Gl = Order flag: Not strictly ordered
Duration: 127

TES5: HONHGiPT _26:77: TC.al:78:26:
Source address: 74:25:82:47:3b:7€ (74:25:8a:47:3b:78)
BSS Jd: T4:25:85:47:3b:70 (74:25:83:47:30b:70)

6) Z F ] AP K iXE £ Association) 15K
SRS 2 J5, A S TR SE 17, &7 higiX N g n] LA WLAN AP &t 1E X
PRERET R, 15 KRB WLAN
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fata D bt i, | e e e e e s

802.11

+ Radiotap Header v@, Length 18
- IEEE 882.11 Association Request, Flags: ........
Type/Subtype: [Association Request (8xed] |
=| Frame Control: 8x8808 (Normal)
Version: 8
Type: Management frame (8) ]
Subtype: 8
—=| Flags: Bx@
...... B8 = 05 status: Not leaving D5 or network is operating in AD-HOC mode (To D5: @ From DS: @) (8x@8)
.8.. = Hore Fragments: This is the last fragment
«eso Bo.. = Retry: Frame is not being retransmitted
.o.B L. = PWR MGT: STA will stay up
..B. .... = More Data: No data buffered
.8.. .... =|Protected flag: Data is not protected |
B = Order flag: Mot strictly ordered
Duration: 127
Destination address: 74:25:8a:47:3b:70 (74:25:8a:47:3b:78)
Source address: HonHaiPr 26:77:bd (cc:af:78:26:77:bd)
BSS Id: 74:25:8a:47:3b:78 (74:25:8a:47:3b:78)

.
W

[= Fixed parameters (4 bytes)
—| Capabilities Information: @x8421
_______________ 1 = ESS capabilities: Transmitter is an AP
IB55 status: Transmitter belongs to a BSS

H oint coordinator at AP (6x5888)
Privacy: AP/STA cannot support WEP

Short Preamble: Short preamble allowed
g T PBCC: PBCC modulation not allowed
________ 8... .... =[Channel Agility: Channel agility not in use |
....... B .... .... = Spectrum Management: dotllSpectrumManagesentRequired FALSE
v+ +lis wiws wv.. = Short Slot Time: Short slot time in use
el oy = Automatic Power Save Delivery: apsd not implesented
vees weas wve. = DSSS-OFDM: DSS5-OFOM modulation not allowed
JB.. si.e cies ... = Delayed Block Ack: delayed block ack not implemented
Bl ha pve e = Immediate Block Ack: immediate block ack not implesented
Listen Interval: @xB@8a
|= Tagged parameters (164 bytes)
=| Tag:|SSID parameter set: Airl

Tam bHimbar: CETR nasamabae eas (61

7). AP X1 #4 Association) 15 KR FT B

No. Time  Source Destination _Protocol Length Info

@
monomouon

3566 3.386368000 74:25:8a:47:3b:78 HonHaiPr 26:77:bd 862.11 196 Association Response,

] on interf
v, Length 18
|~ IEEE 882.11 Association Response, Flags: ........
| Type/Subtype: [Association Response [€x81) |
=| Frame Control: @x@@1é (Normal)
Version: B
Type: [Management frame (8) |
Subtype: 1
=| Flags: 8x@

=]
-]
i

= DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: B From DS: 8) (Bx88)

= More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

PWR HGT: STA will stay up

More Data: No data buffered

AR, Protected flag: Data is not protected
....... Order flag: Not strictly ordered

Duration: 127

Destination address: HonHalPr 26:77:bd (cc:af:78:26:77:bd]

Source address: 74:25:8a:47:3b:70 (74:25:8a:47:3b:78)

BSS Id: 74:25:8a:47:3b:70 (74:25:8a:47:3b:78)

Frommant mombas. 0

8). ZF3i/a] AP 153K B 7% £ Disassociation)
MIBAT AT WO IR, RS AP RIS AW IE R B E AR, 15 R IEAT
W 4z

@ -
- D
i

10
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Protocol | Length
44 Disassociate, SN=349, FN=0, F

‘= IEEE BYZ, Ll ULsd r rerETeTETTE
Type/subtype: Ezsassnciate (BxBa)

= Frame Control: @x9848 (Normall

Versign: @

Type:| Management frame (8)

SubtypE: I8

= Flags: ox@

...... 80 = D5 status: Not leaving DS or network is operating in AD-HOC mode {To DS: @ From DS: @) (@x@8)
vess oB.. = More Fragments: This is the last fragment
vess Bo.. = Retry: Frame is not being retransmitted
vooB oL, = PAR MGT: STA will stay wp
LB, = More Data: Mo data buffered
B, = Protected flag: Data is not protected

Bl e = Drder flag: Not strictly ordered
Duration: 223

Destination address: 74:25:8a:47:3b:78 (74:25:8a:47:3b:78)

Source address: HonHaiPr 26:77:bd (cc:af:78:26:77:bd)
S Id: 4:2%:83:47:3b:-70 (74:2%:-83:47:-3b:-78)

Fragment number: 8
Sequence number: 349
|+ IEEE 882,11 wireless LAN management frame

TRAT AT — A FHLEK MAC W, BT B AT AE,  FHL AT R R R B
(0x04), TEMEF: G2 REARWURAKIE, AU 2 FHL mac, ATEA
1.2 type N O I}, subtype 7y 4.
2.2 type N 2 f, subtype N 0. 2. 4. 8. 10

BRT, AR TARRE TR, Bt m] DU R 7 #r A 1 A

R A — 5, ST LT B S AL AP, A AP R TNEREMFAL, st 20
FHL, rrAE:

11
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MWIFI-I

dlink

5 IN{AHR3E RSSI tHEFE BT

RSSI (G S AIERE A —E R AR, BAWES T — DA, FUOVIR EMHER R & KR,
i EARAEIA BB AN S M s AT B0 MG AR

IR T E LRI N, TEBER QQ 1971152432 CFEEAT 2R IE )

12
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