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i %k fiik
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Bk AT 8%

21 £ AT IS 2%

® 2.1 BRI

54 ik

AT AR AT J5 30
AT+UART U B R
AT+UARTE T B 1 ] 2,
AT+GMR HERAE L
AT+S.HELP #HE AT HPER
AT+RST A R
AT+RESTORE W B E
AT+GSLP R AR AN g

2.2 E5l AT i544R

221 AT

Theg: Mk AT H3h.

WITHES | AT

M B OK

BL602 AT 15445 5 1# FH 1

6/ 39

@2020 Bouffalo Lab


http://www.bouffalolab.com/

Sl T
= BL602 AT f&4 4 5 {# F R 5]

Bouffalo Lab

2.2.2 AT+UART

Tife: BB B

e IE RS WERS
W AT+UART? AT+UART=<baud_rate>,<data_bits>,<stop_-
bit>,<parity>,<flow_control>

+UART:<baud_rate>,<data_bits>,<stop_- OK
M 7 bit>,<parity>,<flow_control>
OK

+ <band_rate>: UART 453, ™LL&: 4800, 9600, 14400, 19200, 38400, 57600, 115200,
230400, 460800, 921600 bps
+ <data_bits>: ¥dfifr
— 7: 7-bit i
— 8: 8-bit 1
+ <stop_bit>: & 147
— 1: 1-bit {5 1E47
— 2: 1.5-bit {E 147
o <parity>: KNI
S — 0: None
— 1: Odd
— 2: Even
+ <flow_control>: Jit#%
- 0: MfReimds
- 1: fligE RTS
- 2: ffife CTS
- 3: [ ffisE RTS il CTS

2.2.3 AT+UARTE
Thg: JFORHE HELE,

o | TS BEIHS
Y AT+UARTE? AT+UARTE=<option>
+UARTE:<option> OK
S
I OK
ZHUH |« <option>: 1: FoR PR BIRIIRE: 0: Fo ok M al B TyRE
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2.2.4 AT+GMR
g EHERAEL.

HATHE S | AT+GMR

+GMR:fw:<AT version info>
+GMR:sdk:<SDK version info>
M +GMR:tm:<compile time>

OK

« <AT version info>: AT iA(E &
SR « <SDK version info>: SDK i 4<{Z &
+ <compile time>: 4 %A= B [H]

2.2.5 AT+RST
Thag: R

WATHES | AT+RST

M |3 OK

2.2.6 AT+RESTORE
Thg: WEH) wE

#ATHE S | ATHRESTORE

] B OK

2.2.7 AT+S.HELP

ThRe: #F AT HIEE.

#ATHES | AT+S.HELP

] B OK

2.2.8 AT+GSLP
Thfg: BLHARIR AT .
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BLEIEL:

AT+GSLP=<sleep_time>,<weakup_pin>

M) S5 OK

* <sleep_time>: & BL602 FMENRIT K, Hifiz: £, BL602 SAEMRIRBE NS M, 2 sleep_-
SRR time=0 I}, IR AV € I i

« <weakup_pin>: M5 (ICH-PAlk), pin HAg 7
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Wi-Fi TIRE AT 55

E A HE RIS

84 ik

AT+WIFISP e 15 3247 WIFI

AT+CWMODE W E Wi-Fi # (STA/AP/STA+AP)
AT+CWLAP AR AP

AT+CWJAP i AP

AT+CWQAP Wi AP

AT+CWAUTOCONN WHEAEE

AT+SOFTAP FFia AP

AT+DNSRES 14 il Bt

AT+CWLAPOPT W H AT+CWLAP fE4 445 R E it
AT+WIPS FEE O B +IPS i 48 00 S A4 2 s
AT+WEVT TR DL +EVT g i SR8 S &0
AT+CWJAPS A AT Station B EERS
AT+CWSTARTSMART JFJ5 smartconfig fc

3.1 El AT i154#A

3.1.1 AT+WIFISP

DiRg: A2 WIFL,

WATHES | AT+HWIFISP
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M J&7 OK
S | OK 32 HE Wi-Fi

3.1.2 AT+CWMODE

Theg: 2% E Wi-Fi B0 (STA/AP/STA+AP).

HHHL
AT+CWMODE?

BEES

AT+CWMODE=<mode>

] B +CWMODE:<mode>

OK

* <mode>:
- 0: J& Wi-Fi #3(, Jf Ho¢H Wi-Fi RF
— 1: Station #x
— 2: SoftAP X
— 3: SoftAP+Station %3,

S

3.1.3 AT+CWLAP

Theg: MK AP #i.

AT S
AT+CWLAP

+CWLAP:<number>
i 7 <ssid>,[bssid],[en],[channel],<rssi>
OK

* <number>: i F[¥) AP (1% H
« <ssid>: H#ZI AP (1) SSID

* <bssid>: 4 ZIf¥] AP [ BSSID
o <en>: FIHEIM AP BN 75 5
« <channel>: 91 2|1) AP [1){5iE
o <rssi>: ) AP 155 00E

AL

3.1.4 AT+CWAUTOCONN

Thte: WEHAMNEE.
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N EERTIE RS WERS
o AT+CWAUTOCONN? AT+CWAUTOCONN=<auto_connect>
v +CWAUTOCONN:<mode> OK
» <auto_connect>:
S — 0: 2 WiFi B2k Station 2 SoftAP+Station itf, i WiFi
- 1: 24 WiFi #3045 % Station 5 SoftAP+Station(ERIABLE) I, EH: WIFi

3.1.5 AT+CWJAP

Thfg: i) DB AP 15 B/ E FERN AP.

a4 EEIIE R a-Kikq
AT+CWJAP? AT+CWJAP=<ssid>,<pwd>
+CWJAP:<ssid>,<bssid>,<channel>,<rssi> OK
IR OK +EVT:0:wifi connected
* <ssid>: ‘FFHHSE, AP ) SSID « <ssid>: H#x AP f] SSID
spppng | ° <bssid>: CEHEHAR AP ] BSSID « <pwd>: Hix AP [1)#% 1Y
* <channel>: CLUEH AP [F51E S - F: HIBAACEG B a7 2] flash, 470
« <rssi>: CIEHN) AP ({5 508 <ssid> fll <pdw> Z#(If, # flash F1&
ZRCE, MIERE flash HCE 1 wifi
¥ wifi E£ 5. +EVT:0:wifi connected
wifi R4 5% : +EVT:2:wifi pask error
Mg o7 24 A E|P G +EVT:3:wifi no ap found
wifi ZEHEMIF: +EVT:4:wifi disconnect

3.1.6 AT+CWQAP

Thig: Wit AP.

HATHE S | ATHCWQAP
M) [ OK
Tt B STA T, WiFF 4 aniEREN wifi

3.1.7 AT+SOFTAP

hee: BEITEH AP e ifE BOTE —> AP #iut.

BL602 AT #5445 5 F 7~ 4
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54 ERE RS WEHRS
AT+SOFTAP? AT+SOFTAP=<ssid>,[pwd]

+SOFTAP:<ip>,<bssid>

+STA:<idx>,<bssid>,<rssi>

OK

o <rssi>: HFTEREN STA KI5 598 E

W] 57
OK
<ip>: JFJA ) AP # 5 1 IP ik + <ssid>: W& AP [f] SSID
* <bssid>: H4HTIT A K AP # K MAC Hihtk * [pwd]: ¥ E AP K%Y, HEALSEL %
SR | o <idx>: 4RTIERER STA (1 id &5 5 AP JyFFii AP

— % SSID siE# MBS AL FTHE IR T AT, Bilin”
o, AR R

3.1.8 AT+DNSRES

Thfie: kA R

B4 | AT+DNSRES=<domain>
+DNSRES:<number>
W) 37 <ip>
OK
- <number>: IP Huhikfr14N %
g
SR <ip>: IP ik

3.1.9 AT+CWLAPOPT

Thk: B AT+CWLAP 54444 R @t
W ETE4S | AT+CWLAPOPT=<sort_enable>,<mask>
M 5 OK

BL602 AT #5445 5 F 7~ 4
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+ <sort_enable>: 154 AT+CWLAP {4445 B2 B8 E 5 0mE RSSI HHER:
- 0: AP
- 1: NIRYE RSSI HF

« <mask>: XfBi bit 4 1, NFE4 AT+CWLAP s B Mo @ie, XFR bit &4 0, WA

P E%iﬂ@mT:

— bit0: & E AT+CWLAP 345 52 1 R <ecn>
— bit1: BE AT+CWLAP [FHi4h B2 A R <ssid>
— bit2: #E AT+CWLAP (444 Fe 1 R <rssi>
— bit3: ¥ E AT+CWLAP [(JF#i45 B2 7 Bor <mac>

— bitd: HE AT+CWLAP [ B2 5 %

7 <channel>

AT+CWLAPOPT=1,31

zNl

S RN R 28

FEANSEON 1, FoRE SR ATHCWLAP 154, 64 Bk 1B (5 5 50 fZ RSSI {HHEF
EASHCN 31, B OxX1F, IR <mask> MHEE bit &8 E A 1, JELLWIRAEH AT+CWLAP 54,

3.1.10 AT+WIPS
Dhfg: JFAEOCH LA +IPS Syl 4% iS4 S %0

RS WEHRS
84 _
AT+WIPS? AT+WIPS=<state>
] JB7 +WIPS=<state> OK
ZH 15 . <state>: 1: RRFRIBEFITIEE; 0 FKonRHLEATIEE

3.1.11 AT+WEVT
Dhee: FFEEOCH LL +EVT AHTg i = 4HiH S .

| RS BEIS
A AT+WEVT? AT+WEVT=<state>
] J87 +WEVT=<state> OK

ZHR . <state>: 1: RRFRIBFITNEE; 0 FKonRHLIEHTIEE

3.1.12 AT+CWJAPS
Thee: #%& 00 Station BLxUHIEHRRE

BL602 AT #5445 51 Fl < 5 14/ 39
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HATIES | ATHCWJIAPS

+CWJAPS:<state>

TR ok
<state>: STATION_UP, %/ 2hi&# AP; STATION_DOWN, %E/ri%#: AP 2; CONNECTING, %
JNIEfE &R
SHU | . MAREERIIN, RIS, 0. RFIEHR; 1. REFMER; 2. RRLAF SSID; 3: £
TR IR

wifi BT +EVT:0:wifi connected
g | Wifl R +EVT:2:wifi pask error
WAL +EVT:3:wifi no ap found

3.1.13 AT+CWSTARTSMART

Ihfg: JFJ8 smartconfig Ft ¥

wEIH4 | AT+CWSTARTSMART=<type>

M J37 OK
» <type>:
— 0: smartconfig it X 5% ]
SR - 1: touch i/
— 2: airkiss

SMARTCONFIG A i &1 g . +CWSTARTSMART:<type>,<ssid>,<psk>
type: Fic P27

WS | ssid: BE AT R SRECE] ) wifi () ssid

psk: B I fE SRELEN 1 wifi 1) psk

UiHl: STARTSMART I B L) 5 1) ssid F1% $H 22 /A7 21 flash

BL602 AT #5445 1 FH 7= 15/ 39 @2020 Bouffalo Lab


http://www.bouffalolab.com/

KA FELIIR

TCP/IP 18X AT {8S

R4 fliid

AT+BASESTA BeufifE BAREL

AT+CIPSTART #57 TCP i%E#:, UDP f£%i
AT+CIPCLOSE K TCP &4, UDP f&4i
AT+CIPSERVER MHIBREL A% TCP k% %%

AT+CIPSTA HEBHA IP, MASK, GW LA DNS
AT+CIPSEND 1% TCP/IP ¥

+IPD s F TCP/IP %

+IPS TCP IRZ

AT+CIPSSLCCONF.PATH WE SSL/TLS %/ il it &
AT+CIPSSLCSNI W H SSL/TLS #&FifK ¥ SNI 4L
AT+CIPRECV Bzl WiFi Hi £ H P A 0
AT+CIPRECVCFG AR E WIFT S Ak 2 0 P 8 DAL E S5
AT+CIPRECVBUF W E TCP/UDP 47K/ (Hifii: bytes)
AT+CIPSTATUS BTG id IEERE

4.1 E7t AT 554K

4.1.1 AT+BASESTA

Thig: HeubfE HIREG

BL602 AT 15445 5 1# FH 1
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HATIES | AT+BASESTA

] B +BASESTA:<state>,<ip>,<locate info>

<state>: TWHPIRE
S¥amE | <io>: FEHAM ip
<locate info>:IP Ef7{E K.

4.1.2 AT+CIPSTART

ThRg: 57 TCP 4%, UDP f&#i.

7. TCP/UDP &%
AR WERS
o AT+CIPSTART? AT+CIPSTART=<link id>,<type>,<remote
IP>,<remote port>
<link id1>,<type>,<remote IP>,<remote port> OK
<link id2>,<type>,<remote |IP>,<remote port>
i) N cee
OK

* <link id>: 7% 5E [1)3%EH2 1D

. <type>: TR SH, &AL, "TCP”, "UDP”, "SSL”
SR |« <remote IP>: R SH, ik IP ik

+ <remote port>: It i 15

7 HEREHEAM. +IPS:<link_id>,CONNECTED

M 7 A Wi F{F: +IPS:<link_id>,CLOSED

4.1.3 AT+CIPCLOSE

Theg: M TCP &4, UDP f&4i.

WEIRS:
54 P
AT+CIPCLOSE=<link id>
M . OK

ZHH | <link id>: L ID

BL602 AT #5544 5 (i A1 7= 41 17/ 39 @2020 Bouffalo Lab
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4.1.4 AT+CIPSERVER

Theg: MIEREEIE TCP R55 4%

WHEEL:
84 _
AT+CIPSERVER=<mode>[,<port>]
M 32 OK
* <mode>:
- 0: XHMIRSS A
ZHYLY] - 1 VRS
* <port>: i[5, EFRIAN 333
B I 357 TCP R%#%
N _
AT+CIPSERVER=1,80

4.1.5 AT+CIPSTA

Thee: EBEHA IP, MASK, GW L\ DNS.

ERE RS WEES
AT+CIPSTA? AT+CIPSTA=<ip>,[getway],[netmask],
s W JE DHCP, Hiik [al 73RS IP HihkAHRAE | [dns1],[dns2]
A
SN
« WRJE STATIC, HhiREERER IP Hikk(E &
o WO HATE STA AL H| AP I 4 A 1FH
] B +CIPSTA=<ip>,<getway>,<netmask>,<dns1>,<dns2> | OK
-+ <ip>: HEBEMEE P
* <getway> : i Z U E KM bk
ZHVY |« <netmask> : 7 BB B 19T M HET
* <dns1>: FHZEEEN DNS1
+ <dns2>: 7 # i E ) DNS2
T IP {5 2RSSt
0 8 =4 +CIPSTA=<ip>,<getway>,<netmask>,
<dns1>,<dns2>

4.1.6 AT+CIPSEND

Difg: Kik TCP/IP ¥ .

BL602 AT #5445 51 Fl < 5 18/ 39
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WEEA:
ol AT+CIPSEND=<link id>,<data len>
<data> ¢--
A OK

« <link id>: ##% ID
s¥nng | ¢ <datalen>: FFEARMMHIE K (RO byte)
#E: TEYF] +IPS:SEND DONE 54 +IPS:FAILED {2 fiAS A #k47 N — Ik K i%

AT+CIPSEND=0,20

ol FORULKIA id Ay O MSERE % 20 45108l

4.1.7 +IPD

IiRe: WF TCPIP %3k .

+IPD A ] TCP/UDP S it i e 5 4 i (1 1 )87
g +|PD:<link id>,<data len>
<data>

o <link id>: &I£EZHER ID
SR « <data len>: BRI a2 (7. byte)
o <data>: B

4.1.8 +IPS

Thfe: TCP IR

| +IPS:<status>

ZH ] | <status>: %1 SEND DONE. CLOSED. CONNECTED. FAILED %%

4.1.9 AT+CIPSSLCCONF.PATH

Difg: W& SSL/TLS % P ik Bt & .

; WEES:
o AT+CIPSSLCCONF.PATH=<link ID>,<auth_mode>,<key_path>,<cert_path>,<ca_path>

M B OK

BL602 AT #5544 5 (i A1 7= 41 19/ 39 @2020 Bouffalo Lab
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S ]

* <link ID>: ZZ& & {3EH: ID
« <auth_mode>: FE:
- 0: TINIERES
— 2 B INE CA IE R IR IR 55 % i iE 15
* <key_path>:romfs 1%/ iilE 15642, DER #%3{
« <cert_path>:romfs 1% /= dii ik %) R RL B % 1%
« <ca_path>rromfs G UE RS #HIE T CA #5350, DER #=X
7E: HET auth_mode H3zHFi= 2

4.1.10 AT+CIPSSLCSNI

ThAg: BLE SSLITLS &K1 SNI 24,

BEES:
84 g .
AT+CIPSSLCSNI=<link ID>,<sni>
] B OK
. + <link ID>: B4 E (174 ID
ZH 1 AL , .
» <gni>:ClientHello #' TLS extension servername B

41.11 AT+CIPRECV

Dhee: B WIFi BOEEH 8.

WEIEL:
a4 e
AT+CIPRECV=<linkid><len>
+CIPRECV=<l|en>,<data>
TR ok
« <linkid>: 5 & id 5 [1iE#E
o <len>: f5 & FIAIR K S, B47: byte F15
SR A o <data>: #¥5
U BRIAZZAE K/ 1024bytes

41.12 AT+CIPRECVCFG

Thig: &R/ E WIF B X 2 M7 & DR E 24

BL602 AT #5445 5 F 7~ 4 20/ 39
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WEEA:
AT+CIPRECVCFG=<recv mode>

Y BUARIBCE DN 1

M 3 OK
* <recv mode>:
— 0: F&/r ecmd 184, Filid$54 AT+CIPRECV #:X
SR B — 1: R H sh U s

41.13 AT+CIPRECVBUF

Theg: % HE TCP/UDP 247K/ (BAfi: bytes).

C WEIES:
Es AT+CIPRECVBUF=<linkid>,<size>
Mg [ OK
* <link id>: 7% Z5 E %+ 1D
s | o <size> ZAFHR/N (0~6K)
VLW FEAE A link id B2 NTHET BEE

4.1.14 AT+CIPSTATUS

Theg: AURE id FEIERIRE.

WHEEL:
a4 .
AT+CIPSTATUS=<id>
+CIPSTATUS: <type>,<status>
M J&7
OK
o <type>: fE7€ id FIEHRAL, UHE: TCP,UDP,SSL
sy |+ <status>: LISTENING, i [ 1517 iH; CONNECTED, C.4¢ % #; DISCONNECTED, WfiJT %4 CON-
NECTING, IEfEi%#:

BL602 AT #5445 5 F 7~ 4
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BLE X AT {8€

a4 ik

AT+BLEINIT W4tk BLE

AT+BLENAME W H BLE W& 4K
AT+BLESCANPARAM W H BLE HitizH
AT+BLESCAN ffifit BLE 433
AT+BLESCANRSPDATA #® BLE SCAN Response %/
AT+BLEADVPARAM WE BLE &3
AT+BLEADVDATA W H BLE | % %dE
AT+BLEADVSTART JFJE BLE J 3%
AT+BLEADVSTOP {1k BLE | #%
AT+BLECONN #57 BLE %
AT+BLECONNPARAM T BLE #3550
AT+BLEDISCONN 459 BLE #4%
AT+BLEDATALEN W HE BLE KA
AT+BLECFGMTU % H BLE MTU {1k
AT+BLEGATTSNTFY K2 GATTS notify ik
AT+BLEGATTSIND Kt GATTS Indication ik
AT+BLEDISCOVERY GATTC Xk it2 Discovery
AT+BLEGATTCRD GATTC i BURFAE(E
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* 5.1 8Lk

84 iR
AT+BLEGATTCWR GATTC SHRFHE(Y
AT+BLESECPARAM? SREL BLE %244
AT+BLESECPARAM W H BLE &5
AT+BLEENC Rt BLE Jin#ig R
AT+BLECONFREPLY [l ST R DA EL45 % i 1 4 7E lagecy IEFEF B
AT+BLEKEYCONREPLY [ B R 1ERA,  7E lagecy HEREH B
AT+BLEKEYREPLY HBEE [0 R 245 0 55 % 7E lagecy M B
AT+BLEENCDEV #if) BLE CLRCH 3451 3%
AT+BLEENCCLEAR JHFR BLE X i #4513

5.1 il AT 15484

5.1.1 AT+BLEINIT

Thag: #1461 BLE.

WEIEL:
84 o
AT+BLEINIT=<init>
) 87 OK
e <jnit>:
S — 0: Initialize BLE
— 1: Deinit BLE

5.1.2 AT+BLENAME

Thee: WE BLE W& LK.

BG4
54 _ ,

AT+BLENAME=<device_name>
M 5 OK

2t | <device_name>: the BLE device name

BL602 AT #5445 5 F 7~ 4
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5.1.3 AT+BLESCANPARAM

Thke: & BLE Az %

ey | BEA
X AT+BLESCANPARAM=<scan_type>,<filter_policy>,<scan_interval>,<scan_window>
M 32 OK

» <scan_type>: 0: passive scan 1: active scan

« <filter_policy>:

SR — 0: BT_LE_SCAN_FILTER_DUPLICATE
— 1: BT_LE_SCAN_FILTER_WHITELIST
— 2: BT _LE_SCAN_FILTER_EXTENDED

» <scan_interval>: scan interval

* <scan_window>: scan window

5.1.4 AT+BLESCAN

hie. {#HE BLE 394,

WEIES:
AT+BLESCAN=<enable>[,<interval>][,<filter_type> <filter_param>]

+BLESCAN: <addr>,<event type>,<rssi>,<name>
OK

* <enable>: 1: disable continuous scanning 0: enable continuous scanning
* [<interval>]: optional parameter, unit: second
When disabling the scanning, this parameter should be omitted
When enabling the scanning, and the <interval> is 0, it means that scanning is continuous
SR When enabling the scanning, and the <interval> is NOT 0, for example, command
AT+BLESCAN=0,3, it means that scanning should last for 3 seconds and then stop automati-
cally, so that the scanning results be returned
« <filter_type>: Filtering option, 1:MAC or 2:"NAME”.
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AT+BLEINIT=0

AT+BLESCANPARAM=0,0,0x80,0x50

A~ | AT+BLESCAN=0,0x300,2,TY

Response:
+BLESCAN: <addr>,<event type>,<rssi>,<name>
OK

+ <addr>: BLE address

* <addr_type>: address type
WM ZFELE |« <event type>: event type
 <rssi>: signal strength

5.1.5 AT+BLESCANRSPDATA

IIRE: % & BLE SCAN Response % .

oy | EITS
A AT+BLESCANRSPDATA=<type>,<data_len>,<scan_rsp_data>
] B OK
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» <type>: Data type
BT_DATA_FLAGS 0x01 /* AD flags */

BT_DATA_UUID16_ALL 0x03 /* 16-bit UUID, all listed */

BT_DATA_UUID32_ALL 0x05 /* 32-bit UUID, all listed */

BT_DATA_TX_POWER  0x0Oa /* Tx Power */

BT_DATA_SOLICIT16 0x14 /* Solicit UUIDs, 16-bit */

MR
BHGH BT_DATA_SOLICIT128 0x15 /* Solicit UUIDs, 128-bit */

BT _DATA LE_ROLE  Ox1c/* LE Role */
BT_DATA _SOLICIT32  0x1f/* Solicit UUIDs, 32-bit */

BT_DATA_URI 0x24 /* URI ¥/

BT_DATA_MESH_BEACON 0x2b /* Mesh Beacon */

» <data_len>: scan response data length
» <scan_rsp_data>: scan response data is a HEX string.
eg: 123445 == 0x12,0x34,0x45

BT_DATA_UUID16_SOME 0x02 /* 16-bit UUID, more available */

BT_DATA_UUID32_SOME 0x04 /* 32-bit UUID, more available */

BT_DATA_UUID128_SOME 0x06 /* 128-bit UUID, more available */
BT _DATA UUID128 ALL 0x07 /* 128-bit UUID, all listed */
BT_DATA_NAME_SHORTENED 0x08 /* Shortened name */

BT _DATA NAME_COMPLETE 0x09 /* Complete name */

BT_DATA_SM_TK VALUE 0x10 /* Security Manager TK Value */
BT_DATA_SM_OOB_FLAGS 0x11 /* Security Manager OOB Flags */

BT _DATA_SVC_DATA16  0x16 /* Service data, 16-bit UUID */
BT_DATA_GAP_APPEARANCE  0x19 /* GAP appearance */
BT_DATA_LE_BT_DEVICE_ADDRESS  0x1b /* LE Bluetooth Device Address */

BT_DATA_SVC_DATA32 0x20 /* Service data, 32-bit UUID */
BT_DATA_SVC_DATA128 0x21 /* Service data, 128-bit UUID */
BT_DATA_LE_SC_CONFIRM_VALUE 0x22 /* LE SC Confirmation Value */
BT_DATA_LE_SC_RANDOM_VALUE 0x23 /* LE SC Random Value */

BT_DATA_MESH_PROV  0x29 /* Mesh Provisioning PDU */
BT _DATA_MESH_MESSAGE  0x2a /* Mesh Networking PDU */

BT _DATA MANUFACTURER_DATA O0xFF /* Manufacturer Specific Data */

AT+BLEINIT=0
ST AT+BLESCANRSPDATA=0x1,0x2,1234
AT+BLEADVSTART

5.1.6 AT+BLEADVPARAM

TiRe: WH BLE T HESH.
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WEIRS:
AT+BLEADVPARAM=<adv_type>,<adv_mode>,<adv_int_min>,<adv_int_max>

M 3 OK

» <adv_int_min>: minimum value of advertising interval; range: 0x0020 ~ 0x4000
+ <adv_int_max>: maximum value of advertising interval; range: 0x0020 ~ 0x4000
* <adv_type>:

— 0: ADV_TYPE_IND
Y] - 1. ADV_TYPE_SCAN_IND

— 2: ADV_TYPE_NONCONN_IND
* <adv_mode>:

— 0: GENER_DISC_MODE

— 1: NON_DISC_MODE

— 2: LIMIT_DISC_MODE

AT+BLEINIT=0
o AT+BLEADVPARAM=0,0,0xa0,0xa0
AT+BLEADVSTART

5.1.7 AT+BLEADVDATA
Thag: WHE BLE | #E5E .

| HIRS
X AT+BLEADVDATA=<type>,<data_len>,<adv_data>
i[9 OK
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» <type>: Data type
BT_DATA_FLAGS 0x01 /* AD flags */

BT_DATA_UUID16_ALL 0x03 /* 16-bit UUID, all listed */

BT_DATA_UUID32_ALL 0x05 /* 32-bit UUID, all listed */

BT_DATA_TX_POWER  0x0Oa /* Tx Power */

BT_DATA_SOLICIT16 0x14 /* Solicit UUIDs, 16-bit */
BT_DATA_SOLICIT128 0x15 /* Solicit UUIDs, 128-bit */

BT _DATA LE_ROLE  Ox1c/* LE Role */
BT_DATA _SOLICIT32  0x1f/* Solicit UUIDs, 32-bit */

BT_DATA_URI 0x24 /* URI ¥/

BT_DATA_MESH_BEACON 0x2b /* Mesh Beacon */

» <data_len>:advertising data length
+ <adv_data>: advertising data; this is a HEX string
eg: 123445 == 0x12,0x34,0x45

BT_DATA_UUID16_SOME 0x02 /* 16-bit UUID, more available*/
BT_DATA_UUID32_SOME 0x04 /* 32-bit UUID, more available */

BT_DATA_UUID128_SOME 0x06 /* 128-bit UUID, more available */
BT _DATA UUID128 ALL 0x07 /* 128-bit UUID, all listed */
BT_DATA_NAME_SHORTENED 0x08 /* Shortened name */

BT _DATA NAME_COMPLETE 0x09 /* Complete name */

BT_DATA_SM_TK_VALUE 0x10 /* Security Manager TK Value */
SRR BT_DATA_SM_OOB_FLAGS 0x11 /* Security Manager OOB Flags */

BT _DATA_SVC_DATA16  0x16 /* Service data, 16-bit UUID */
BT_DATA_GAP_APPEARANCE  0x19 /* GAP appearance */
BT_DATA_LE_BT_DEVICE_ADDRESS  0x1b /* LE Bluetooth Device Address */

BT_DATA_SVC_DATA32 0x20 /* Service data, 32-bit UUID */
BT_DATA_SVC_DATA128 0x21 /* Service data, 128-bit UUID */
BT_DATA_LE_SC_CONFIRM_VALUE 0x22 /* LE SC Confirmation Value */
BT_DATA_LE_SC_RANDOM_VALUE 0x23 /* LE SC Random Value */

BT_DATA_MESH_PROV  0x29 /* Mesh Provisioning PDU */
BT _DATA_MESH_MESSAGE  0x2a /* Mesh Networking PDU */

BT _DATA MANUFACTURER_DATA O0xFF /* Manufacturer Specific Data */

AT+BLEINIT=0
ST AT+BLEADVDATA=0x1,0x1,3
AT+BLEADVSTART

5.1.8 AT+BLEADVSTART
Thgé: JFH BLE ) #&.
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HATH S | AT+BLEADVSTART

i[9 OK

il AT+BLEADVSTART

5.1.9 AT+BLEADVSTOP

Thee: {51k BLE | #%.

HUTI84 | AT+BLEADVSTOP

M 7 OK

ZN | AT+BLEADVSTOP

5.1.10 AT+BLECONN
Thfg: 57 BLE .

oy | LIRSS
X AT+BLECONN=<addr_type>,<remote_address>,<timeout>
M J37 OK
» <addr_type>: the address type of broadcasters
— 0: ADDR_PUBLIC /* Public BD address */
— 1: ADDR_RAND /*Random BD Address */
— 2:ADDR_RPA_OR_PUBLIC /*Controller generates Resolvable Private Address based on the
ZH

local IRK from resolving list. If resolving list contains no matching entry, use public address.*/
— 3:ADDR_RPA_OR_RAND /*Controller generates Resolvable Private Address based on the
local IRK from resolving list. If resolving list contains no matching entry, use random address.*/

» <remote_address>: remote BLE address

» <timeout>: Connect time (ms), hex string

AN AT+BLECONN=0,18B905DE97CA,0x3000

5.1.11 AT+BLECONNPARAM

Thek: FH BLE #8340

BL602 AT #5544 5 (i A1 7= 41 29/ 39 @2020 Bouffalo Lab


http://www.bouffalolab.com/

BL602 AT {544 51 7~ 1

Bouffalo Lab
ey | HIES:
Y AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval> <latency>,<timeout>
M J&7 OK
» <conn_index>: index of BLE connection, range [0~10]
* <min_interval>: minimum value of connecting interval; range: 0x0006 ~ 0x0C80
SHH * <max_interval>: maximum value of connecting interval; range: 0x0006 ~ 0x0C80
» <latency>: latency; range: 0x0000 ~ 0x01F3
» <timeout>: timeout; range: 0x000A ~ 0x0C80
7~ AT+BLECONNPARAM=0x0,0xa,0xa,0x0,0x1f4

5.1.12 AT+BLEDISCONN

TiRE: 453K BLE ##k.

WEIEL:
154 3
AT+BLEDISCONN=<addr_type>,<addr>
M Jo oK
* <remote_address>: remote BLE address
SR
» <addr_type>: the address type of broadcasters
1l AT+BLECONN=0,18B905DE97CA

5.1.13 AT+BLEDATALEN

Thhe: %'E BLE HRa K.

BRI
a4 _ .
AT+BLEDATALEN=<conn_index>,<pkt_data_len>
M J97 OK
» <conn_index>: index of BLE connection, range [0~10]
SRR ,
» <pkt data_len>: data packet’ s length; range: 0x001b ~ 0x00fb
7~ AT+BLEDATALEN=0,0x003b

5.1.14 AT+BLECFGMTU

Uife: %8 BLE MTU KK/

BL602 AT #5445 5 F 7~ 4 30/ 39

@2020 Bouffalo Lab


http://www.bouffalolab.com/

Bouffalo Lab

BL602 AT {544 51 7~ 1

WEIRS:
AT+BLECFGMTU=<conn_index>,<mtu_size>

M J&7 OK
» <conn_index>: index of BLE connection, range [0~10]
SR . ,
* <mtu_size>: MTU length . (hex string)
ZNl| AT+BLECFGMTU=0,0x1f

5.1.15 AT+BLEGATTSNTFY

Tifig: Kkl GATTS notifies of characteristics i 3K .

ey | IS
o AT+BLEGATTSNTFY=<conn_index>,<data_len>,<data>
M J87 OK
» <conn_index>: index of BLE connection, range [0~10]
S  <length>: data length
* <data>: hex string
Nl AT+BLEGATTSNTFY=0,0x2,1234\r

5.1.16 AT+BLEGATTSIND

Thie: kit GATTS Indication 3K .

ey | BEIEY:
X AT+BLEGATTSIND=<conn_index>,<data_len>,<data>
Wi J3 OK
» <conn_index>: index of BLE connection, range [0~10]
S » <length>: data length
» <data>: hex string
7~ AT+BLEGATTSNTFY=0,0x2,1234\r

5.1.17 AT+BLEDISCOVERY

Iifit: GATTC it Discovery.
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WEIRS:
AT+BLEDISCOVERY=<conn_index>,<type>

M J87

+BLEDISCOVERY:’service’ <uuid>,<start_handl>,<end_handI>

OK

or

+BLEDISCOVERY:’characteristic’ <uuid>,<attr_handle>,<chr_handle>,<chr_prop>
OK

or

+BLEDISCOVERY:’descriptor’ <uuid>,<handle>

OK

or

OK (Nothing)

ZH0R W

» <conn_index>: index of BLE connection, the range [0-10]value is configured by user CFG_CON
o <type>:

— 0:BT_GATT_DISCOVER_PRIMARY

— 1:BT_GATT_DISCOVER_SECONDARY

— 2:BT_GATT_DISCOVER_INCLUDE

— 3:BT_GATT_DISCOVER_CHARACTERISTIC

— 4:BT_GATT_DISCOVER_DESCRIPTOR

— 5:BT_GATT_DISCOVER_ATTRIBUTE

il

Set Command:

AT+BLEDISCOVERY=0,0

Function: to set the parameters of BLE smp.
Response:
+BLEDISCOVERY:’service’<1801>,<0x1>,<0x3>
OK
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BLEDISCOVERY:’service’ <uuid>,<start_handI>,<end _handI>
* <uuid>:service’s uuid
» <start_handl>: start handle
» <end_handl>:end handle
or
+BLEDISCOVERY:’characteristic’ <uuid>,<attr_handle>,<chr_handle>,<chr_prop>
* <uuid>: characteristic’ uuid
» <attr_handle>: attribution handle.
» <chr_handle>: characteristic handle.
» <chr_prop>: characteristic properties
— 0x1:BT_GATT_CHRC_BROADCAST
— 0x2:BT_GATT_CHRC_READ
— 0x4:BT_GATT_CHRC_WRITE_WITHOUT_RESP
— Ox8:BT_GATT_CHRC_WRITE
— 0x10:BT_GATT_CHRC_NOTIFY
— 0x20:BT_GATT_CHRC_INDICATE
— 0x40:BT_GATT_CHRC_AUTH
— 0x80:BT_GATT_CHRC_EXT_PROP
or
+BLEDISCOVERY:’descriptor’ <uuid>,<handle>

» <uuid>:descriptor’s uuid

¢ <handle>: handle

5.1.18 AT+BLEGATTCRD

Tihe: GATTC BT .

p | PHIES:
X AT+BLEGATTCRD=<conn_index>,<handle>,<offset>
+BLEGATTCRD:<value>
]
i B oK
» <conn_index>: index of BLE connection, range [0~10]
SR « <handle>:charateric’s handle , it can be fetched with command AT+BLEDISCOVERY
» <offset>:offset value,default 0
1 AT+BLEGATTCRD=0,0x1c,0
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5.1.19 AT+BLEGATTCWR

ThEE: GATTC EHHIFH.

ey | BEA
A AT+BLEGATTCWR=<conn_index>,<handle> <offset>,<data_len>,<data>
M B OK
» <conn_index>:index of BLE connection, range [0~10].
» <handle>:charateric’s handle,it can be fetched with command AT+BLEDISCOVERY
SRR W » <offset>:offset value,default 0
» <data_len>:the length of data
+ <data>:data is hex string
Nl AT+BLEGATTCRD=0,0x1c,0,0x2,1234

5.1.20 AT+BLESECPARAM?

Thke: 3RIBLE %%

EERUIEER
AT+BLESECPARAM?

+BLESECPARAM:<auth_req>,<iocap>,<key_size>,<init_key>,<rsp_key>

OK

SHH

<auth_reg>:
— 0: NO_BOND
- 1: BOND
- 4: MITM
— 8: SC_ONLY
- 9: SC_BOND
- 12:SC_MITM
- 13: SC_MITM_BOND
<iocap>:
— 0 : DisplayOnly
— 1: DisplayYesNo
— 2 : KeyboardOnly
— 3 : NolnputNoOutput
— 4 : Keyboard displa
<key_size>: the key size should be 7~16 bytes.
<init_key>: combination of the bit pattern.

<rsp_key>: combination of the bit pattern.
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A Response:

+BLESECPARAM:<auth_reqg>,<iocap>,<key_size>,<init_key>,<rsp_key>

5.1.21 AT+BLESECPARAM

Tike: & BLE Mm% %

WEIRS:
AT+BLESECPARAM=<auth_req>,<iocap>,<key_size> <init_key>,<rsp_key>

M) |8 OK

» <auth_req>:

— 0: NO_BOND

- 1: BOND

- 4: MITM

— 8: SC_ONLY

- 9: SC_BOND

- 12: SC_MITM

- 13: SC_MITM_BOND
sy | 0P

— 0: DisplayOnly

— 1 DisplayYesNo

— 2 : KeyboardOnly

— 3 : NolnputNoOutput

— 4 : Keyboard displa
» <key_size>: the key size should be 7~16 bytes.
* <init_key>: combination of the bit pattern.
» <rsp_key>: combination of the bit pattern.
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Query Command:

AT+BLESECPARAM?

Function: to get the parameters of BLE smp.

Response:
+BLESECPARAM:<auth_reqg>,<iocap>,<key_size><init_key>,<rsp_key>
Rl | OK

Set Command:
AT+BLESECPARAM=<auth_req>,<iocap>,<key_size>,<init_key>,<rsp_key>
Function: to set the parameters of BLE smp.

Response:

OK

5.1.22 AT+BLEENC

iRe: K# BLE fnasigsR.

SRR
e _ :
AT+BLEENC=<conn_index>,<sec_act>
M J87 OK
» <conn_index>: index of BLE connection, range [0~10].
* <sec_act>:
- — 1: SEC_NONE
= - 2: SEC_ENCRYPT
— 3: SEC_ENCRYPT_NO_MITM
— 4 : SEC_ENCRYPT_MITM
B AT+BLESECPARAM=0x1,0x4,0x10,0x3,0x5
i
AP AT+BLEENC=0,0x2

5.1.23 AT+BLECONFREPLY

Thig: IR RIMES X i & 1L lagecy ERRFT BL.

WEIRL:
e _ ,
AT+BLECONFREPLY=<conn_index>
)A OK

ZH i | <conn_index>: index of BLE connection, range [0~10].

7~ AT+BLECONFREPLY=0
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5.1.24 AT+BLEKEYCONREPLY

Thee: [ISEEERIEM, 15 lagecy R EL .

WEIRS:
&% _ .
AT+BLEKEYCONREPLY=<conn_index>
M) N2 OK
ZHB | <conn_index>: index of BLE connection, range [0~10].
AN AT+BLEKEYCONREPLY=0

5.1.25 AT+BLEKEYREPLY

TIRE: K BRAE [0l 25 025 15 % 1 lagecy IEHITBL.

WEIRS:
e _ .
AT+BLEKEYREPLY=<conn_index>,<key>
M J52 OK
» <conn_index>: index of BLE connection, range [0~10].
SRR W iy
» <key>: pairing key
AN AT+BLEKEYREPLY=0,649784

5.1.26 AT+BLEENCDEV

TifE: 2 BLE CRCAZ &3 .

TR S
&4

AT+BLEENCDEV?
M) J3 OK
7~ AT+BLEENCDEV?

5.1.27 AT+BLEENCCLEAR

Thag: 5k BLE Tl B & 513K

BLEIEL:

AT+BLEENCCLEAR=<type>,<address>
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» <address type>:address type

M) oy

i » <address>: address, if set to 0, clear all paried devices
AT+BLEENCCLEAR=0,0

ST Function: remove all devices from the security database.

or
AT+BLEENCCLEAR=0,C84357827342

Function: remove the pairing record for the specified address
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84 fHhiid
AT+HTTPC KA HTTP ik

6.1 Eal AT 54 ¥R

6.1.1 AT+HTTPC

Theg: Kok HTTP 5K,

He

WEIRS:
AT+HTTPC=<opt>,<content-type>,<url>,[<data>]

M J87

+HTTPC:<size>,<data>
OK

SH

« <opt>: HTTP & Fufig R J5 ik
- 0: GET
- 1: POST
 <content-type> : HTTP % 7 uiij i 3R A A3 2 7Y
— 0: application/x-www-form-urlencoded
— 1: application/json
— 2: multipart/form-data
— 3: text/xml
o <url>: HTTP url #hit

* <data>: "t Z%, HEE POST i5KRE, <data> jEKIXF] HTTP kg5 i H -~ £t
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